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ToothPic Solutions for Insurtech

é Wardiere Insurance

Welcome Giulio

FC@.)J"\
LOGIN SB

Unclonable and Picture validation to ensure
passwordless smartphone- picture integrity and origin,
based authentication for automating damage
secure claim submissions inspection from images.
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Tooth - Unclonable Authentication

e The solution developed by ToothPic allows users to access a web application using their
smartphone as a possession factor in a MFA or passwordless authentication scheme.

e The mobile application integrates the ToothPic SDK to generate unclonable digital credentials
and to sign challenge messages for authentication. ToothPic SDK is available for Android and

10S.

e The backend consists of a Shibboleth-based IdP using SAML and a Shibboleth SP to protect the

web application and registration service.
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ToothPic - Passwordless authentication Demo  (»)

Click on the slide to play the video
or play on YouTube (@)

Sign in to Wardiere Platform with ToothPic

Sign in passwordless

Password

Scan the QR code and log in to your
Wardiere platforn account without
your username and password

B rRemember me E#TE

— bR
[ Signin Ei—%



https://drive.google.com/file/d/1rBDRrlol7mAHac_N7pPQL0LYrvKdkcQ1/view?usp=sharing
https://youtu.be/nqgRRfQggxM
https://youtu.be/nqgRRfQggxM

Claim process authentication and automation

of insurance claims
contain an element
of fraud

Annual cost related
to insurance fraud in
us

a In case of insurance claims, the insurance customer takes pictures as proof of the accident to be )
submitted to the insurance company.
Those pictures can be potentially manipulated to increase the amount of the refund.

\ ToothPic is the only solution that turns the user's smartphone into a secure signature device

Without ToothPic With ToothPic
The pictures of the accident
can be non-authentic or
manipulated.

ToothPic guarantees the
authentication of the proof.

By signing the photos the
insurance can be sure of the
source and authenticity of the
pictures.

The insurance cannot be
sure about the origin or
authenticity of the pictures.




ToothPic - Picture Validation

e The solution developed by ToothPic allows to digitally sign the photographs submitted as proofs
of an insurance claim before their analysis (either human or Al-based). This ensures that, prior to

analysis, the photos are subject to verification to confirm their authenticity and the origin of the
device.

e The pictures are submitted using a mobile application that integrates the ToothPic SDK to sign
pictures through unclonable digital signature credentials.

e The picture validation backend collects the photos submitted by the user, verifies the signature
of the photo (anti-counterfeiting, device origin), and submits the pictures that passed the
verification to the insurance picture analysis system (either human or Al-based).
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Tooth - Picture Validation DEMO 2
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Tooth - Antifraud System c

e The solution developed by ToothPic enables the generation of unique identifiers for mobile

devices, to be used during the onboarding process of a new device for identifying multiple fraud
attempts using the same device.

e The mobile application integrates the ToothPic SDK to generate unclonable, unique and robust
identifiers for mobile devices, which are sent to the backend during the onboarding process.

e The backend stores the identifiers and searches for a specific ID among all previously stored ones
and outputs if any match occurs (indicating that the device was known and/or blacklisted).
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Real application of ToothPic in Insurtech

J.ARE

About
DARE Project

Main objectives

Challenges

ToothPic
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DARE (Developing Al for Risk management in the insurancE industry) is a project by Intesa
Sanpaolo Assicura, the Insurance Group of Intesa Sanpaolo - one of Italy's largest banks - and
Politecnico di Torino in partnership with ToothPic. The project is focused on adopting
innovative Al-based technology to increase the digitalization of the insurance industry.
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Contact us
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